LONNIE LEHMAN
INFORMATION TECHNOLOGY & CYBERSECURITY          (847) 845-2269
LONNIE@LONNIELEHMAN.COM
PINGREE GROVE, ILLIONIS 
OBJECTIVE

To secure a leadership position in Information Technology where I can leverage my expertise in mentoring and team development, while enhancing the organization's infrastructure, cybersecurity, and overall IT service experience.
SKILLS & ABILITIES

Team Building & Leadership     Information Security     Customer Service     Cybersecurity & Compliance
IT Project Management     Strategic Planning     IT Project Management     Budgeting & Forecasting
EXPERIENCE
.Jul 2024 - Present	            IT Manager - Dexter Magnetic Technologies
                                                        Elk Grove Village, IL
Responsible for maintaining the network infrastructure, telecommunications systems, and all software applications.
Evaluating, identifying, and managing the implementation of security strategies specifically designed around the organization's compliance needs.
Designed and deployed a comprehensive Disaster Recovery (DR) solution, ensuring the organization could seamlessly recover, and the deployment of a Security Information and Event Management (SIEM) platform, enabling centralized response to security threats and incidents.
.Jan 2024 - Jun 2024	             Virtual Chief Information Security Officer (vCISO) - DOT Security					             Mettawa, IL
Providing guidance on policy and procedure for concurrence with security frameworks to align various technology, security, and business needs 
Expertly identified, assessed, managed, and mitigated risks through the use of comprehensive cyber security tools and the implementation of a formal risk register.
Collaborated effectively with business leaders and key stakeholders to ensure comprehensive risk management and mitigation strategies.

Jan 2023 - Jan 2024	            Director of IT & Cybersecurity Operations - Crusader Community Health				            Rockford, IL
Oversee the IT infrastructure including networking, telecom, storage and computing platforms, e-mail, multimedia conferences, and networked security systems both on premises and cloud across multiple sites.
Coordinated industry best practices for risk management and compliance, ensuring adherence to regulatory standards as the designated HIPAA Security Officer for the organization.

Sept 2021 - Jan 2023	IT and Cybersecurity Manager - Ingenium Aerospace LLC
	Rockford, IL
Management and creation of a compliant system including policies, training, and workflows toward meeting the latest flow downs of DFARs 252.204-7012 / NIST SP 800-171 and obtaining the Cybersecurity Maturity Model Certification (CMMC)
Installation and configuration of multiple security solutions Including Disaster Recovery (DR), Security Information and Event Management (SIEM), Next Generation Firewalls (NGFW), and redesigned network segmentation for WAN/LAN/WI-FI
May 2007- Jan 2021	Corporate Director - IT  - Lutheran Life Communities
Arlington Heights, IL
IT Director responsible for all technology operations across the organization. Leading a multi-disciplinary technology team assuring uptime and access (24/7) for staff located across multiple states.
Strategic planning and implementation of multiple three and five-year information technology road maps. Implementing multiple changing technology solutions including virtualization, cloud, and changes in regulation and security (HIPAA and PCI).
EDUCATION

June 2022	Master of Science - Info Assurance and Cybersecurity
Capella University
Graduated with distinction GPA 4.0 
Specialization in healthcare information security

March2020	Bachelor of Science-Information Technology 
	Capella University
GPA 3.9 

CERTIFICATIONS

CISSP (Certified Information Systems Security Professional)
 Microsoft - MCP, MCITP, MCTS, MCSA
 ITIL - 3.0 Foundation
CompTIA A+ Certified
Additional Training (Professional Certificate)
 SCCM, IT Project Management, HIPAA

OTHER KNOWLEDGE & SKILLS

Active Directory, Switches and Firewalls, DNS, Azure, VMWare, Hyper-V, Barracuda (Mail and Backups), Qualys,  DMARC, DKIM, and SPF records, Business Continuity, Incident response. Cisco Switches, Firewalls, Wi-Fi, and UCS systems. Storge Solutions HP, VNX,. Multiple NAS vendors. Vendor management, 



